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I. Overview of HIPAA

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a federal law that is designed to protect the privacy of individually identifiable patient information, provide for the electronic and physical security of health and patient medical information, and simplify billing and other electronic transactions. HIPAA applies to all “covered entities” such as hospitals, physicians and other providers and health plans as well as their employees and other members of the workforce. 

Privacy and security are addressed separately under two distinct rules under HIPAA. The Privacy Rule sets the standards for how protected health information should be controlled. The Security Rule defines the standards that require covered entities to implement basic safeguards to properly care for protected health information (“PHI”).  Privacy defines who is authorized to access information and includes the right of individuals to keep information about themselves from being disclosed. Security is the ability to control access and protect information from accidental or intentional disclosure to unauthorized persons and from alteration, destruction, or loss.
II.
Purpose of Documentation

This document seeks to establish and document the corporate practices necessary to comply with required standards of the HIPAA Privacy and HIPAA Security Rules. This guidance aims to encompass the diverse performance demands of Proximiti operational support systems and network topologies while at the same time establishing high standards for the protection of sensitive PHI.

III.
Proximiti Policy 

In providing certain services, Proximiti Technologies, Inc. and its affiliates Proximiti Communications, Inc., GoSolutions of Florida One, Inc, Go Solo of Florida One Inc, Proximiti Mobility, Inc.  and SipStorm, Inc. (collectively “Proximiti” herein) may collect and maintain personal healthcare information about the users of those services. The Corporation, its Board, its officers, and its employees are committed to protecting the privacy and confidentiality of this information. It is Corporate Policy and intent to fully support and comply with all federal and state statutes and rules regulating the use, maintenance, transfer, and disposition of all information collected by the Company during the provision of our services.  This includes but is not limited to healthcare records and customer proprietary network information (“CPNI”).  Furthermore, Proximiti is committed to full compliance with all other rules, regulations, statutes, and policies governing the maintenance and disposition of collected records, including each provision of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) and rules and regulations of the Federal Communications Commissions. These policies and procedures are designed to assist all responsible parties with this commitment.

IV.
Patient Notification and Authorization

It is the policy of Proximiti to inform individuals about Proximiti’s privacy practices as they relate to health information that may be maintained by Proximiti in order to safeguard health information in Proximiti’s possession, and, to the extent practicable, to protect the communication of health information from intentional or unintentional misuse or improper disclosure.  It is further Proximiti’s policy to accommodate, to the extent practicable, the requests of individuals regarding the place, time, and method of communicating their own health information.  Proximiti will publicly disseminate these policies and procedures and make a good faith effort to receive an acknowledgment of such receipt prior to the Provision of any Proximiti service. Proximiti will not knowingly use or disclose health information in a manner inconsistent with these policies and procedures, except to the extent that emergency patient care would be compromised.  A copy of the Proximiti Notice Privacy of Privacy Practices is incorporated herein as Appendix A and is available for review at www.proximiti.com/HIPAA.aspx.  Acknowledgments of receipt of these policies and procedures will be retained by Proximiti for a minimum of six years.
Proximiti reserves the right to amend these policies and procedures as deemed necessary or advisable and, to the extent and in a manner practicable, will inform individuals of material changes to these policies and procedures. These policies and procedures constitute an official policy statement and may not be amended, or otherwise altered, by any area of Proximiti without the approval of an Officer of Proximiti.  Health information that is communicated in any form is to be treated as confidential and in a manner that reasonably protects the communication from being intentionally or unintentionally overheard or intercepted by those who do not have a need or right to know the information. It is the responsibility of each Proximiti employee to implement practices that protect the confidentiality of oral, written and electronic communications.  
To the extent practicable, Proximiti will accommodate the written request of an individual to have their health information communicated to them or designated personal representatives at a time, place, and in a manner of their choosing.  Personal representatives may be parents or legal guardians of minor children or persons who are legally authorized or specifically identified by individuals, such as a close friend or family member, to act on behalf of the individual.   A copy of the Proximiti Patient Consent Form is incorporated herein Appendix B and is available for review at www.proximiti.com/HIPAA.aspx.  If the request is impractical or impossible for Proximiti to accommodate, this will be clearly communicated to the individual requesting the accommodation.  Any agreed upon restrictions arising out of a notification will remain in effect until revoked by the individual or until the individual is notified by Proximiti that Proximiti will no longer honor the agreed upon restrictions.

An individual may revoke or amend its consent relative to disclosure of health information by submitting a request for revocation in the form and substance incorporated into Appendix C – Revocation of Consent Form herein or as available for review at www.proximiti.com/HIPAA.aspx.  In the event Proximiti receives more than one authorization or permission from an individual that appear to be in conflict with each other, Proximiti will abide by the more restrictive patient permission, until the conflict is resolved. Proximiti will attempt to determine the true intentions the affected individual and thus resolve the conflicting permissions as soon as is practicable.

Proximiti may, without prior authorization of an individual, and where necessary due to emergency or other professionally sound reason, communicate health information with persons directly involved in the care of the individual. Proximiti may refuse to provide information to personal representatives, or to the individuals themselves, where it is determined that access to the information may be detrimental to or otherwise not in the best interest of the individual, may endanger or breach the confidentiality of a third party or is precluded by statute. 

Proximiti may use and disclose an individual’s health information without prior permission or authorization where the health information has been sufficiently “de-identified”, so as to hide the identity of the individual(s), is part of a “limited data set” or for other uses where allowable by law.  Health information may be used or disclosed without an individual’s acknowledgment of receipt of these policies and procedures in the event of an emergency or where a communications barrier makes prior permission or notification impossible.  From time to time, Proximiti may disclose identifiable health information to other entities for use by the individual for treatment. Further, Proximiti may disclose identifiable health information to other entities to assist the individual in obtaining payment and, under limited circumstances, may disclose identifiable health information to other entities for purposes associated with healthcare operations.

Violation of this policy or negligence on behalf of any Proximiti employee resulting in or having the potential to result in the unauthorized release of identifiable health information may result in disciplinary action up to and including termination of employment or suspension or expulsion from a student or trainee program.
Proximiti encourages any individual who believes that their personal health information has been misused or inappropriately provided to non-approved parties to bring that matter to the attention of Proximiti Officers.  To that end, Proximiti has developed and provided Appendix D – Patient PHI Complaint Form which may also be made available at www.proximiti.com/HIPAA.aspx as a mechanism to raise such issues.  Proximiti will seek to address any issue raised in this manner.  Proximiti will take no action against any individual raising and advocating a complaint in accordance with this process.

V. 
Maintenance and Review of Health Care Records
Except as noted below, it is the policy of the Proximiti to allow individuals to inspect and obtain copies of their own health information and to request the amendment of their health information which is maintained by or at the Proximiti. An individual may request a copy of their own health information by written submission in form and substance incorporated herein as Appendix D - Request for Access to Health Information or as available for review at www.proximiti.com/HIPAA.aspx.  
Individuals will typically be denied access to information that was obtained from a non-Proximiti source under an agreement of confidentiality.  Proximiti may also choose to deny access to certain health information contained in the health record if, in the judgment of a licensed health care professional, such access could cause harm to the individual or to another person.  

To the extent possible, Proximiti will allow an individual to amend information in their health record where the information in question was created by the Proximiti and is inaccurate or incomplete.  Amendment requests should be directed in writing to Proximiti’s Legal Officer in a form consistent with Appendix F – Request to Amend Health Information or as available for review at www.proximiti.com/HIPAA.aspx.  Proximiti’s Legal Officer will after appropriate consultations and investigation, make a recommendation to the Director of Support Services regarding the requested amendment.  If the request is denied, Proximiti will provide the individual a written explanation and allow the individual to submit a statement of disagreement to become a part of their health record. The Chief Legal Officer’s decision may be appealed to the Chief Technology Officer, whose decision shall be final.  

Additionally, the Proximiti allows individuals to request information regarding disclosures of their health information made by the Proximiti to third parties.  A request for and accounting or summary of disclosure may be made by written submission of a Request for an Accounting as provided in Appendix G or as available for review at www.proximiti.com/HIPAA.aspx.
Reasonable attempts will be made to provide this information in a format requested by the individual.  Otherwise, it may be provided in any format mutually agreed upon.  Such a disclosure may not include information regarding treatment, payment or healthcare operations.
Requests for access to health information, requests to amend health information, or requests for an accounting of disclosure of health information shall be in writing and shall be made to Proximiti’s Chief Legal Officer. Forms associated with each of these requests is incorporated into this document as designated above and will be made available atwww.proximiti.com/HIPAA.aspx.  Initial responses to such requests typically will occur within thirty days of an access request or sixty days in the case of request for amendment or for an accounting of disclosure.  In the event of denial, the response will include an explanation of the denial and will inform the individual of their right to and the process for appeal. Proximiti may, at its discretion, charge a requestor a fee not to exceed the actual cost of compiling, copying, and mailing requested information.

VI. 
Physical Security 
In the normal course of business, Proximiti will not keep or maintain healthcare information in physical form.  Where physical records are developed and maintained in accordance with patient requests associated with Section V and Section VI above, those physical records will be kept appropriately secured in a locked location.  Each electronic healthcare record maintained

by Proximiti shall be kept in a secure environment and protected by appropriate electronic

safeguards.  
Access to protected health information stored in computers will be password protected.

Passwords are individual specific and are not to be shared by or accessible to more than

one individual unless designated by an individual via the Proximiti Patient Consent Form.  Electronic transmission devices, including computers, telefax machines, and other electronic equipment over which protected health information may be received or transmitted are to be maintained in secure sites and/or away from public access.  Computer screens containing protected health information are to be inaccessible to public view.  Computers that store protected health information are to be secured before being left unattended.

Health information may only be accessed by authorized personnel.  With the exception of the use and disclosure of health information directly related to treatment and to the extent practicable, access to health information Proximiti employees is restricted to the minimum necessary to execute their job responsibilities.  It is the responsibility of Proximiti’s Officers to identify those persons or classes of persons who are authorized to access, use or disclose health information and specifically to identify to what health information to which they may have access.  Physical access to controlled areas and user accounts that provide access to protected health information are to be revoked upon the termination of an employee, student, or trainee or when others, such as contractors and vendors, no longer require access.

The unauthorized access to or unauthorized use or disclosure of health information that exists in any Proximiti health record may subject the responsible employee to disciplinary action up to and including termination or suspension of employment.  This extends to the unauthorized use or disclosure of health information that is overheard during the course of business or health information that is otherwise learned or secured by any Proximiti employee by virtue of their employment with Proximiti.

Proximiti employees that become aware of the unauthorized use or disclosure of protected health information that causes or reasonably could cause harm should immediately report the incident to Proximiti’s Legal Officer or Chief Technology Officer.  To the extent practicable, Proximiti will attempt to minimize the known harmful effects and/or correct known instances of harm.  To aid its employees, Proximiti reviewed the services it provides and has identified the services and information of particular concern relative to protected health information in Appendix H.  
VII. 
Marketing and Public Relations
It is the policy of Proximiti not to use or disclose identifiable health information for marketing or public relations purposes without the authorization of the individuals to whom the health information relates.  It is further the policy of Proximiti to allow individuals to choose not to have their identifiable health information used for such purposes.

VIII. 
Business Associates
Proximiti may disclose identifiable health information to other entities with which Proximiti has contracted to provide services to Proximiti.  Health information provided to such a business associate must be pursuant to an assurance that the business associate, and its sub-contractors, will use the information only for the purpose(s) intended, will restrict access to the information on a “need to know” basis only, and will otherwise take appropriate measures to safeguard the information in its possession. There must be a valid, signed business associate agreement in place before identifiable health information may be provided.

Except to the extent that patient care might be compromised, the use or disclosure of health information by a business associate must comply with these policies and procedures. In addition, except to the extent that patient care might be compromised, the use and disclosure of an individual’s health information by a business associate must comply with any restrictions beyond the scope of these policies and procedures which are requested and subsequently agreed to by Proximiti. Business associate agreements must be in writing and must contain HIPAA compliant language and authorized signatures. A sample Business Associate Agreement is provided as Appendix I to this document.
At any time Proximiti determines that a business associate has violated a material term or obligation under the agreement relating to HIPAA compliance, Proximiti shall seek to immediately remedy the breach or, if that is not possible, to alter or terminate the agreement. Violations may also be reported by Proximiti to the Secretary of the Department of Health and Human Services. 

It is the responsibility of each Proximiti employee interfacing with third parties with whom identifiable health information will be shared to assure that valid business associate agreements are executed. 
IX.
Evaluation of New Services

In association with each new service offering Proximiti will evaluate whether the service involved individual protected health information and thus the applicability of the requirements of the HIPAA to databases containing protected health information.  This decision-making process should be individually applied to each service and associated databases.  Specific HIPAA requirements and documentation will depend on the characteristics of each service and use of a database.

In determining the applicability of HIPAA requirement in association with the provision of the new services, the following questions will be reviewed:
1.  Does the service involve or is the database populated with information obtained from the provision of health care services?


(  YES


(  NO

2.  Does the service/database contain information involving the health of individually identifiable people, including indirect identifiers such as medical record or other uniquely identifying numbers?


(  YES


(  NO

3.  Will any information collected during provision of the service or contained in the database be included in the official medical records of the people who are identified with the information?  


(  YES


(  NO

If the answer to either question #1 or #2 is NO, HIPAA Privacy Rule requirements DO NOT APPLY to the service and provision of the applicable database.  If the answer to both questions #1 and #2 is YES it is probable that HIPAA, Privacy Rule Requirements will apply.  An exception may be warranted by an Officer of Proximiti in this latter instance where the answer to question #3 is NO.   
X.
Disaster Recovery and Contingency Plans

Proximiti’s provision of medical support services are built upon our state-of-the-art Voice Over Internet Protocol (VoIP) backbone infrastructure providing VoIP services on a commercial basis.  That offering relies upon a distributed architecture with remote and duplicate points of entry in order to provide telecommunications services for business customers that meet commercial standards.  Equipment supporting this architecture is located within commercial hardened collocation environments in Atlanta and Tampa.  We also maintain separate laboratory equipment in a racked equipment room maintained at our corporate headquarters.
Contingency plans are built upon nightly backup of all systems.  On a monthly basis, daily backups are removed to an offsite location.  These procedures create a fail-back point from which data recovery can be assured.  In the event of hardware failure that is not recoverable, the recovery media can be utilized with off-the-shelf hardware from various sources. 

Proximiti’s network and support personnel are not centrally located.  Through various arrangements and network configurations, we have active support personnel operating out of locations in Tampa, Atlanta and NC.  Thus, remote monitoring and control of such equipment is a part of our everyday activities.  In all critical situations, any outage is handled on a team basis through tele-conference bridges.  Through web based applications, each team member has the ability and the authority to take action as necessary to protect data and provide services.  Accordingly, each team member has been instructed in the importance of protecting any health related information.  
Proximiti maintains a separate Development and Q&A environment as opposed to the network architecture dedicated to providing production services.  Each update and change related to production services must be fully tested and approved within the secondary environment before it can be moved to production.  Movement to production requires approval at either the Director or Officer Level before moving an application or piece of equipment into production.  Enhancements and upgrades are introduced solely through designated maintenance windows.  Notice of changes is sent to all Proximiti personnel prior to opening any window.  Upgrades/updates and other changes are actively monitored as they are introduced.  Any problems associated with an upgrade/update or change is either corrected in real time or systems are rolled back until such problems can be rectified. 
At this time, all Proximiti health related services are utilized in the provision of chronic rather than critical medical services.  Therefore, in most situations where an out of service situation exists, precedence will be given to resuming service delivery rather than retrieval of prior data.   Should the nature of the services that we provide change such that any stored data might more reasonably be critical to an emergency situation, this prioritization might need review.  
XI.
Provision of Third Party Services

There are certain circumstances under which Proximiti may use or disclose an individual’s health information without first obtaining that person’s acknowledgement or authorization.  These circumstances will generally involve instances where Proximiti provides services to a third party who has a direct relationship with the individual.  Proximiti will take reasonable business care to ensure compliance with these Policies and Procedures for HIPAA Compliance regardless of whether an individual’s health information is provided to Proximiti through a direct relationship with Proximiti or alternatively the individual has a direct relationship with one of our third party partners.  Where Proximiti provides wholesale support for HIPAA impacted programs, Proximiti stands ready to execute a reverse Business Associate Agreement with the associated service providers.  An example Reverse Business Associate Agreement is provided as Exhibit J.  Where Proximiti is providing services through a third party relationship, Proximiti will require execution of a Letter of Agency from the third party partner in the form and substance of Exhibit K as a mechanism to eliminate the need for Proximiti to obtain its own HIPAA authorization(s) from the individual(s).
XII.
Proximiti Assignments

For purposes associated with the compliance with HIPAA regulations, the Proximiti Legal Officer shall be:




Donald C. Davis




5410 Mariner Street




Suite 175




Tampa, FL




Direct Line:  
813.579.1036




Fax:

813.579.1005




e-mail:

don.davis@proximiti.com
For purposes associated with compliance with HIPAA regulations, the Officer for issues involving Human Resources shall be:




Donald C. Davis




5410 Mariner Street




Suite 175




Tampa, FL




Direct Line:  
813.579.1036




Fax:

813.579.1005




e-mail:

don.davis@proximiti.com
For purposes associated with compliance with HIPAA regulations, the Chief Technical Officer shall be:




Chuck McDonough




5410 Mariner Street




Suite 175




Tampa, FL




Direct Line:  
813.579.1002




Fax:

813.579.1005




e-mail:

chuck.mcdonough@proximiti.com
XIII.
Employee Training

All Proximiti employees who may use, disclose, or have access to identifiable health information contained in any health record must, as a condition of continued employment or training, complete a training program that outlines employee responsibility and patient rights under the statutory privacy regulations contained in HIPAA.  In association with that training and as a condition of employment, all Proximiti employees will execute and comply with the Employee HIPAA Confidentiality Agreement incorporated herein as Appendix L.  
Appendix A

Proximiti Communications, Inc.

Notice Of Privacy Practices

Effective January 1, 2016
This notice describes how health information about you (as a user of Proximiti Services) may be obtained, used and disclosed and how you can get access to your personal health information maintained in association with Proximiti’s Services.   The terms of this notice apply to all records containing individual health information that are created or retained by Proximiti. We will attempt in good faith to obtain your signed acknowledgement that you received this Notice. We reserve the right to revise or amend this Notice of Privacy Practices at any time without notice.  A copy of our current Privacy Practices will be available at all times at our web site:  www.proximiti.com.  Please review this notice carefully.

A. Our commitment to your privacy:

Our Company (Proximiti) is dedicated to maintaining the privacy of your individually identifiable health information (also called protected health information, or PHI). In providing Services, we may create and maintain records regarding you and your health as input into Proximiti’s systems. In accordance with legal requirements, we commit to maintaining the confidentiality of health information that identifies you and to give you notice of the privacy practices that we maintain in regard to your PHI. 

We realize that this Notice of Privacy Practices is complicated, but it is important that we provide you with the following information:

•
How we may use and disclose your PHI,

•
Your privacy rights in your PHI, 

•
Our obligations concerning the use and disclosure of your PHI.

B. If you have questions about this Notice, please contact:

Donald C. Davis, CFO, 813.579.1036 or don.davis@proximiti.com

C. We may use and disclose your PHI in the following ways:

1. Treatment. Proximiti may use your PHI to assist your health care providers in their treatment of you. For example, we you may use our services to maintain records associated with items such as pharmaceutical compliance, blood pressure readings, weight, physician and laboratory appointments, etc..  In regard to such items, your PHI may be used in association with your physician or medical support personnel to provide reminder service(s) by Proximiti.  Similarly, the PHI collected and maintained by Proximiti may also be used by your health care providers to determine specific treatments on your behalf.  Additionally, we may disclose your PHI to others who may assist in your care, such as your spouse, children or parents. 

2. Payment. Proximiti may use and disclose your PHI in order to bill and collect payment for the services and items you may receive from us. We also may use and disclose your PHI to obtain payment from third parties that may be responsible for such costs, such as family members. 

3. Health care operations. Proximiti may use and disclose your PHI to operate our business. As examples of the ways in which we may use and disclose your information for our operations, our Company may use your PHI to evaluate the quality of Services received from us, or to conduct cost-management and business planning activities. We may disclose your PHI to other health care providers and entities to assist in their health care operations.

4. Appointment reminders. Proximiti may use and disclose your PHI to contact you and remind you of an appointment with your health care providers.

5. Treatment options. Proximiti may use and disclose your PHI to inform you on behalf of your health care provider(s) of potential treatment options or alternatives. 
6. Health-related benefits and services. Proximiti may use and disclose your PHI to inform you of health-related benefits or services that may be of interest to you.

7. Release of information to family/friends. Proximiti may release your PHI to a friend or family member that is involved in your care, or who assists in taking care of you. 

8. Disclosures required by law. Proximiti will use and disclose your PHI when we are required to do so by federal, state or local law.

D. Use and disclosure of your PHI in certain special circumstances:

There are certain circumstances under which we may use or disclose your health information without first obtaining your acknowledgement or authorization.  Those circumstances generally involve public health and oversight activities, law-enforcement activities, and judicial/administrative proceedings.  Oversight activities can include, for example, investigations, inspections, audits, surveys, licensure and disciplinary actions; civil, administrative and criminal procedures or actions; or other activities necessary for the government to monitor government programs, compliance with civil rights laws and the health care system in general. In regard to law-enforcement/judicial release, we will provide health information including PHI when ordered by a court of law to do so.   Proximiti may also use and disclose your PHI when necessary to reduce or prevent a serious threat to your health and safety. Proximiti may release your PHI for workers’ compensation and similar programs. 

E. Your rights regarding your PHI:

1. Confidential communications. You have the right to request that our Company communicate with you about your health and related issues in a particular manner or at a certain location. For instance, you may ask that we contact you via e-mail, rather than though the telephone. Such preferences may be established at the time Proximiti Services are initiated and may be changed by you at any time.  

2. Requesting restrictions. You have the right to request a restriction in our use or disclosure of your PHI for treatment, payment or health care operations. Additionally, you have the right to request that we restrict our disclosure of your PHI to only certain individuals involved in your care or the payment for your care, such as family members and friends. We are not required to agree to your request; however, if we do agree, we are bound by our agreement except when otherwise required by law, in emergencies or when the information is necessary to treat you. Your preferences regarding dissemination of your PHI to selected individuals will be established at the time Proximiti Services are initiated and may be changed by you at any time.

3. Inspection and copies. You have the right to inspect and obtain a copy of the health records that we maintain about you. The process and procedures you are required to follow to review your records is outlined on our website:  www.proximiti.com.  Proximiti may charge a fee for the costs of copying, mailing, labor and supplies associated with your request. 

4. Amendment. You may ask us to amend your health information if you believe it is incorrect or incomplete, and you may request an amendment for as long as the information is kept by or for Proximiti. The process and procedures you are required to follow to initiate an amendment to your records is outlined on our website:  www.proximiti.com.  We may deny your request if you ask us to amend information that is in our opinion: (a) accurate and complete; (b) not part of the PHI kept by or for our Company; (c) not part of the PHI which you would be permitted to inspect and copy; or (d) not created or maintained by us. 

5. Accounting of disclosures. All of our subscribers have the limited right to request an “accounting of disclosures.” An “accounting of disclosures” is a list of certain non-routine disclosures our Company has made of your PHI for purposes not related to treatment, payment or operations. Use of your PHI as part of the routine Services provided by Proximiti is not required to be documented. The process and procedures you are required to follow to review your records is outlined on our website:  www.proximiti.com.   All requests for an “accounting of disclosures” must state a time period. The first list you request within a 12-month period is free of charge, but our Company may charge you for additional lists within the same 12-month period. Proximiti will notify you of the costs involved with additional requests, and you may withdraw your request before you incur any costs. 

6. Right to a paper copy of this notice. You may obtain a paper copy of this Notice of Privacy Practices. You may ask us to give you a copy of this notice at any time. To obtain a paper copy of this notice, please direct an e-mail to legalinfo@proximiti.com  including the address to which the Notice shall be directed. 

7. Right to file a complaint. If you believe your privacy rights have been violated, you may file a complaint with our Company or with the Secretary of the Department of Health and Human Services. The process and procedures you are required to follow to file a complaint with us is outlined on our website:  www.proximiti.com.    More information is available about complaints at the government’s web site, http://www.hhs.gov/ocr/hipaa.  You will not be penalized for filing a complaint.

8. Right to provide an authorization for other uses and disclosures. Proximiti will obtain your written authorization for uses and disclosures that are not identified by this notice or permitted by applicable law. Any authorization you provide to us regarding the use and disclosure of your PHI may be revoked at any time in writing. After you revoke your authorization, we will no longer use or disclose your PHI for the reasons described in the authorization. Please note: we may be required to retain records of your care.

Again, if you have any questions regarding this notice or our health information privacy policies, please contact Donald C. Davis, CFO, 813.579.1036 or don.davis@proximiti.com

Appendix B

Patient Consent for Use and Disclosure 
of Protected Health Information

I hereby give my consent for Proximiti Communications, Inc. (Proximiti) to use and disclose protected health information (PHI) about me in the course of providing their Services. This protected health information relates to my past, present or future physical or mental health or condition and may specifically identify me. My consent shall be in force and effect as long is I utilize Proximiti Services or until I otherwise revoke my consent. 

I specifically authorize the release of PHI from Proximiti’s Services to the following recipients:


Providers:  ______________________________________________________________


Family Members/Friends:  ________________________________________________

I understand that such release may involve information of a personal nature.  

I have the right to review Proximiti’s Notice of Privacy Practices prior to signing this consent. The separate Notice of Privacy Practices describes Proximiti’s uses and disclosures of PHI more completely.  The Notice of Privacy specifically references instructions for initiating changes in how Proximiti manages my PHI.  I understand that Proximiti reserves the right to revise its Notice of Privacy Practices at any time.  A current Notice of Privacy Practices may be obtained at any time by visiting the following web site:  www.proximiti.com/xxxx.

With this consent, Proximiti may call or e-mail my home or other alternative location and deliver a message in providing their Services and in carrying out the associated health care operations.  Such notification may contain information such as appointment reminders, care reminders, prescription reminders, insurance items and calls pertaining to my clinical care, including laboratory test results, blood pressure readings, and weight among others. 

I may request that Proximiti restrict how it uses or discloses my PHI in the provision of their Services.  Proximiti is not required to agree to my requested restrictions, but if it does, it is bound by this agreement. I understand that the release of my PHI under this authorization may result in direct or indirect remuneration to Proximiti from the above named recipients.  
I have the right to inspect or copy the PHI to be used or disclosed as permitted under federal and state law.  I may revoke this consent in writing except to the extent that the Company has already released PHI based upon this authorization. 

_______________________________
______________________

Signature of Patient or Legal Guardian
Date

_______________________________


Print Patient’s Name


_______________________________
Print Legal Guardian’s Name (if applicable)

Appendix C

Revocation of Patient Consent for Use and Disclosure 
of Protected Health Information

I hereby revoke to the individual(s)/entities indicated below my consent for Proximiti Communications, Inc. (Proximiti) to use and disclose protected health information (PHI) about me in the course of providing their Services.  This Revocation shall be in force and effect as long is I utilize Proximiti Services or until I otherwise modify my consent regarding access to my PHI in writing to Proximiti. 

I specifically revoke the release of PHI from Proximiti’s Services to the following recipients:


Providers:  ______________________________________________________________


Family Members/Friends:  ________________________________________________

I understand that Proximiti may have previously released my PHI in accordance with my previous written instructions.  I further understand that this revocation will have no effect on how those parties receiving my PHI under my prior authorization may utilize such data.  

This Revocation applies only to the entities and individuals specifically identified above. 

_______________________________
______________________

Signature of Patient or Legal Guardian
Date

_______________________________


Print Patient’s Name


_______________________________
Print Legal Guardian’s Name (if applicable)

Appendix D

Complaint About Health Information Uses and Disclosures

	· Proximiti understands the importance of confidential treatment of your personal health information. 

· Proximiti welcomes your written complaint regarding the misuse or sharing of your personal health information.

· Proximiti will not take action against you because of this complaint.

· Please give as much detail as you can so Proximiti can investigate and improve its privacy protection practices. 





My name: ........................................................................................................... Date of birth:  ....................

Address: ............................................................................................................................................... ........ 

Telephone number:  ...................................................................................................................................... 

E-mail address: .......................................................................................................................... ................... 

What is the best way to reach you: .............................................................................................................. 

When is the best time to reach you: ............................................................................................................. 

Details of your complaint: Please be specific about dates, times and the policy, procedure or action taken. Please include the names of anyone at Proximiti with whom you discussed your complaint. Use the other side if you need more room. 

........................................................................................................................................................................

........................................................................................................................................................................

........................................................................................................................................................................

........................................................................................................................................................................ 

........................................................................................................................................................................ 

....................................................................................................................................................................... 

	Signature:..................................................................................

Date: ........................................ 

Send this Complaint to: 
	

	Legal Officer 

Proximiti Communications, Inc.

5410 Mariner Street
Tampa, FL 33609


	


Appendix E

Request for Access to Health Information

	· Proximiti understands the importance of confidential treatment of your personal health information. 

· In most instances you have a right to access your personal health information maintained by Proximiti.

· Proximiti will not take action against you because of your request.

· Proximiti will endeavor to quickly respond to your reasonable request. 





My name: ............................................................................................. Date of birth:  ....................

Address: ................................................................................................................................... ........ 

Telephone number:  ......................................................................................................................... 

E-mail address: .............................................................................................................. ................... 

What is the best way to reach you: ................................................................................................. 

When is the best time to reach you: ................................................................................................ 

I request that Proximiti give me access to all or part of my personal health information described below for the period of ......................................................... until .........................................................:

Description of personal health information:

..........................................................................................................................................

..........................................................................................................................................

..........................................................................................................................................

..........................................................................................................................................

	Signature:..................................................................................

Date: ........................................ 

Send this Request to: 

	Legal Officer 

Proximiti Communications, Inc.

5410 Mariner Street

Tampa, FL 33609



	Fax: 813.579.1005

Email: legal.officer@proximiti.com 


Appendix F

Request To Amend Health Information

	· Proximiti understands the importance of your personal health information. 

· Proximiti will consider your reasonable request to modify or update your personal health information maintained by Proximiti.

· Proximiti may deny your request if the information is accurate and complete or if the information was created or is maintained by someone other than Proximiti.

· Proximiti will not take action against you because of your request.

· Proximiti will endeavor to respond to your reasonable request within 60 days of receipt. 





My name: ............................................................................................. Date of birth:  ....................

Address: ................................................................................................................................... ........ 

Telephone number:  ......................................................................................................................... 

E-mail address: .............................................................................................................. ................... 

What is the best way to reach you: ................................................................................................. 

When is the best time to reach you: ................................................................................................ 

 I request that Proximiti amend my personal health information in this way: .................................

........................................................................................................................................................... 

........................................................................................................................................................... 

This is the reason why I am asking Proximiti to amend my personal health information:  .............

............................................................................................................... ...... ..................................... 

........................................................................................................................................................... 

	Signature:..................................................................................

Date: ........................................ 

Send this Request to: 

	Legal Officer 

Proximiti Communications, Inc.

5410 Mariner Street

Tampa, FL 33609



	Fax: 813.579.1005

Email: legal.officer@proximiti.com 


Appendix G

Request for an Accounting of Disclosures of Health Information

	· Proximiti understands the importance of your personal health information. 

· You may request from Proximiti an accounting of disclosures of your personal health information made by Proximiti.

· Any accounting provided by Proximiti will not address third parties who may have been provided subsequent access to your Personal Health Information after its initial release. 

· Proximiti will not take action against you because of your request.

· Proximiti will endeavor to respond to your reasonable request within 60 days of receipt. 





My name: ............................................................................................. Date of birth:  ....................

Address: ................................................................................................................................... ........ 

Telephone number:  ......................................................................................................................... 

E-mail address: .............................................................................................................. ................... 

What is the best way to reach you: ................................................................................................. 

When is the best time to reach you: ................................................................................................ 

 I request that Proximiti give me an accounting of the ways it has disclosed my personal health information for this period of time:  from  ................................. to ....................................................

I request that Proximiti give me a summary of the ways it has disclosed my personal health 

information for this period of time:  from  ................................. to ....................................................

	Signature:..................................................................................

Date: ........................................ 

Send this Request to: 

	Legal Officer 

Proximiti Communications, Inc.

5410 Mariner Street

Tampa, FL 33609



	Fax: 813.579.1005

Email: legal.officer@proximiti.com 


 Appendix H
PHI Service and Data Elements 
Current Proximiti Services Subject to HIPAA Rules


Proximiti Health Network (PHN)

Current Proximiti Services Subject to Internal Compliance


Campaign Manager

Potential PHI Data Elements

 1. 
Names 

 2. 
Postal address information, other than town or city, State and zip code 

 3.
Telephone numbers 

 4. 
Fax numbers 

 5. 
E-mail addresses 

 6. 
Social Security Numbers 

 7. 
Medical record numbers 

 8. 
Health plan beneficiary numbers 

 9. 
Account numbers 

10. Certificate/license numbers 

11. Device identifiers and serial numbers 

12.
Medical readings/postings 
13.
Web Universal Resource Locators (URLs) 

14. Internet Protocol (IP) addresses 

15. 
Biometric identifiers 
16.
Full-face photographs and comparable images 

17. All elements of dates (except year) for dates related to an individual 

18. All elements of dates (including year) indicative of age 

19. Any other unique identifying number, characteristic or code 

Appendix I
PROXIMITI VENDOR BUSINESS ASSOCIATE AGREEMENT

THIS BUSINESS ASSOCIATE AGREEMENT (hereinafter “Agreement”) is between Proximiti Communications, Inc. (hereinafter “Service Provider”) and BUSINESS ASSOCIATE NAME (hereinafter “Business Associate”).  Service Provider and Business Associate may be referred to herein individually as “Party” or collectively as “Parties.”

Whereas, Service Provider performs functions or activities on behalf of Covered Entities and therefore may be subject to the Privacy Rule (45 CFR Parts 160 and 164) promulgated by the United States Department of Health and Human Services pursuant to the Health Insurance Portability and Accountability Act of 1996 (HIPAA), Public Law 104-191.

Whereas Business Associate acts in part as a subcontractor and provides services or goods to Service Provider pursuant to one or more contractual relationships detailed below and hereinafter referred to as “Service Contracts”.  

LIST OF CONTRACTS AFFECTED BY HIPAA REQUIREMENTS
In the course of executing Service Contracts, Business Associate may come into contact with, use, or disclose Protected Health Information (defined in Section 1.7 below).  Said Service Contracts are hereby incorporated by reference and shall be taken and considered as a part of this document the same as if fully set out herein.

In accordance with the federal privacy regulations set forth at 45 C.F.R. Part 160 and Part 164, Subparts A and E, which require Service Provider to have a written contract with each of its Business Associates, the Parties wish to establish satisfactory assurances that Business Associate will appropriately safeguard “Protected Health Information” and, therefore, make this Agreement.

1. DEFINITIONS

1.1. Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms in 45 CFR §§ 160.103 and 164.501.

1.2. “Covered Entity” shall have the meaning set out in its definition at 45 CFR § 160.103.

1.3. “Designated Record Set” shall have the meaning set out in its definition at 45 C.F.R. § 164.501.

1.4.  “Health Care Operations” shall have the meaning set out in its definition at 45 C.F.R. § 164.501.

1.5. “Individual” shall have the same meaning as the term “individual” in 45 CFR § 164.501 and shall include a person who qualifies as a personal representative in accordance with 45 CFR § 164.502(g).

1.6. “Privacy Officer” shall have the meaning as set out in its definition at 45 C.F.R. § 164.530(a)(1).

1.7. “Privacy Rule” shall mean the Standards for Privacy for Individually Identifiable Health Information at 45 CFR Part 160 and Part 164, subparts A and E.  

1.8. “Protected Health Information” shall have the same meaning as the term “protected health information” in 45 CFR § 164.501, limited to the information created or received by Business Associate from or on behalf of Service Provider and Covered Entities.

1.9. “Required By Law” shall have the same meaning as the term “required by law” in 45 CFR § 164.501.

2. OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE 

2.1. Business Associate agrees to fully comply with the requirements under the Privacy Rule applicable to "business associates," as that term is defined in the Privacy Rule and not use or further disclose Protected Health Information other than as permitted or required by this Agreement, Service Contracts, or as Required By Law.  In case of any conflict between this Agreement and Service Contracts, this Agreement shall govern.

2.2. Business Associate agrees to use appropriate procedural, physical, and electronic safeguards to prevent use or disclosure of Protected Health Information other than as provided for by this Agreement and to comply with Subpart C of 45 CFR Part 164 with respect to electronic protected health information.  Said safeguards shall include, but are not limited to, requiring employees to agree to use or disclose Protected Health Information only as permitted or required by this Agreement and taking related disciplinary actions for inappropriate use or disclosure as necessary.

2.3. Business Associate shall require any agent, including a subcontractor, to whom it provides Protected Health Information received from, created or received by, Business Associate on behalf of Service Provider or that carries out any duties for the Business Associate involving the use, custody, disclosure, creation of, or access to Protected Health Information, to agree, by written contract with Business Associate, to the same restrictions, conditions and requirements that apply through this Agreement to Business Associate with respect to such information.

2.4. Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to Business Associate of a use or disclosure of Protected Health Information by Business Associate in violation of the requirements of this Agreement.

2.5. Business Associate agrees to require its employees, agents, and subcontractors to immediately report, to Business Associate, any use or disclosure of Protected Health Information in violation of this Agreement and to report to Service Provider any security incident or use or disclosure of the Protected Health Information not provided for by this Agreement including breaches of unsecured protected health information.

2.6. If Business Associate receives Protected Health Information from Service Provider in a Designated Record Set, then Business Associate agrees to provide access, at the request of Service Provider, to Protected Health Information in a Designated Record Set, to Service Provider or Covered Entity or, as directed by Service Provider, to an Individual in order to meet the requirements under 45 CFR § 164.524, provided that Business Associate shall have at least ten (10) days from Service Provider notice to provide access to, or deliver such information.

2.7. If Business Associate receives Protected Health Information from Service Provider in a Designated Record Set, then Business Associate agrees to make any amendments to Protected Health Information in a Designated Record Set that the Service Provider directs or agrees to pursuant to the 45 CFR § 164.526 at the request of Service Provider, Covered Entity or an Individual, and in the time and manner designated by Service Provider, provided that Business Associate shall have at least ten (10) days from Service Provider notice to make an amendment.

2.8. Business Associate agrees to make its internal practices, books, and records including policies and procedures and Protected Health Information, relating to the use and disclosure of Protected Health Information received from, created by or received by Business Associate on behalf of, Service Provider and Covered Entities available to the Secretary of the United States Department of Health in Human Services or the Secretary’s designee, in a time and manner designated by the Secretary, for purposes of determining Service Provider’s or Business Associate’s compliance with the Privacy Rule.

2.9. Business Associate agrees to document disclosures of Protected Health Information and information related to such disclosures as would be required for Service Provider to respond to a request by an Individual for an accounting of disclosure of Protected Health Information in accordance with 45 CFR § 164.528.

2.10. Business Associate agrees to provide Service Provider, Covered Entity or an Individual, in time and manner designated by Service Provider, information collected in accordance with this Agreement, to permit Service Provider to respond to a request by an Individual for and accounting of disclosures of Protected Health Information in accordance with 45 CFR § 164.528, provided that Business Associate shall have at least five (5) days from Service Provider notice to provide access to, or deliver such information which shall include, at minimum, (a) date of the disclosure; (b) name of the third party to whom the Protected Health Information was disclosed and, if known, the address of the third party; (c) brief description of the disclosed information; and (d) brief explanation of the purpose and basis for such disclosure.

2.11. Business Associate agrees it must limit any use, disclosure, or request for use or disclosure of Protected Health Information to the minimum amount necessary to accomplish the intended purpose of the use, disclosure, or request in accordance with the requirements of the Privacy Rule. 

2.11.1. Business Associate represents to Service Provider that all its uses and disclosures of, or requests for, Protected Health Information shall be the minimum necessary in accordance with the Privacy Rule requirements.

2.11.2. Service Provider may, pursuant to the Privacy Rule, reasonably rely on any requested disclosure as the minimum necessary for the stated purpose when the information is requested by Business Associate. 

2.11.3. Business Associate acknowledges that if Business Associate is also a covered entity, as defined by the Privacy Rule, Business Associate is required, independent of Business Associate's obligations under this Agreement, to comply with the Privacy Rule's minimum necessary requirements when making any request for Protected Health Information from Service Provider.

2.11.4. Business Associate agrees to adequately and properly maintain all Protected Health Information received from, or created or received on behalf of, Service Provider and to document subsequent uses and disclosures of such information by Business Associate as may be deemed necessary and appropriate by the Service Provider.

2.12. If Business Associate receives a request from an Individual for a copy of the individual's Protected Health Information, and the Protected Health Information is in the sole possession of the Business Associate, Business Associate will provide the requested copies to the individual and notify the Service Provider of such action. If Business Associate receives a request for Protected Health Information in the possession of the Service Provider, or receives a request to exercise other individual rights as set forth in the Privacy Rule, Business Associate shall notify Service Provider of such request and forward the request to Service Provider. Business Associate shall then assist Service Provider in responding to the request.

2.13. Business Associate agrees to fully cooperate in good faith with and to assist Service Provider and Covered Entities in complying with the requirements of the Privacy Rule.

3. PERMITTED USES AND DISCLOSURES BY BUSINESS ASSOCIATE

3.1. Except as otherwise limited in this Agreement, Business Associate may use or disclose Protected Health Information to perform functions, activities, or services for, or on behalf of, Service Provider as specified in Service Contracts, provided that such use or disclosure would not violate the Privacy Rule if done by Service Provider.

3.2. Except as otherwise limited in this Agreement, Business Associate may use Protected Health Information as required for Business Associate's proper management and administration or to carry out the legal responsibilities of the Business Associate.

3.3. Except as otherwise limited in this Agreement, Business Associate may disclose Protected Health Information for the proper management and administration of the Business Associate, provided that disclosures are Required By Law, or provided that, if Business Associate discloses any Protected Health Information to a third party for such a purpose, Business Associate shall enter into a written agreement with such third party requiring the third party to: (a) maintain the confidentiality of Protected Health Information and not to use or further disclose such information except as Required By Law or for the purpose for which it was disclosed, and (b) notify Business Associate of any instances in which it becomes aware in which the confidentiality of the Protected Health Information is breached.

3.4. Except as otherwise limited in this Agreement, Business Associate may use Protected Health Information to provide Data Aggregation services to Service Provider as permitted by 42 CFR §  164.504(e)(2)(I)(B).

4. OBLIGATIONS OF SERVICE PROVIDER 

4.1. Service Provider shall provide Business Associate with the notice of privacy practices that Service Provider produces in accordance with 45 CFR § 164.520, as well as any changes to such notice.

4.2. Service Provider shall provide Business Associate with any changes in, or revocation of, permission by an Individual to use or disclose Protected Health Information, if such changes affect Business Associate’s permitted or required uses.

4.3. Service Provider shall notify Business Associate of any restriction to the use or disclosure of Protected Health Information that Service Provider has agreed to in accordance with 45 CFR § 164.522, to the extent that such restriction may affect Business Associate's use of Protected Health Information.

5. MUTUAL REPRESENTATION AND WARRANTY

5.1
Each party represents and warrants to the other party that all of its employees, agents, representatives and members of its work force, who services may be used to fulfill obligations under this Agreement, are or shall be informed of the terms of this Agreement and are under legal obligation to fully comply with all provisions of this Agreement.

6. PERMISSIBLE REQUESTS BY SERVICE PROVIDER

6.1. Service Provider shall not request Business Associate to use or disclose Protected Health Information in any manner that would not be permissible under the Privacy Rule if done by Service Provider.

7. TERM AND TERMINATION

7.1. Term.  This Agreement shall be effective as of the date on which it is signed by both parties and shall terminate when all of the Protected Health Information provided by Service Provider to Business Associate, or created or received by Business Associate on behalf of Service Provider, is destroyed or returned to Service Provider and/or Covered Entity, or, if it is infeasible to return or destroy Protected Health Information, Section 6.3. below shall apply.

7.2. Termination for Cause.  

7.2.1. This Agreement authorizes and Business Associate acknowledges and agrees Service Provider shall have the right to immediately terminate this Agreement and Service Contracts in the event Business Associate fails to comply with, or violates a material provision of, requirements of the Privacy Rule or this Agreement.  

7.2.2. Upon Service Provider’s knowledge of a material breach by Business Associate, 

7.2.2.1. Service Provider shall, whenever practicable, provide a reasonable opportunity for Business Associate to cure the breach or end the violation.  

7.2.2.2. If Business Associate has breached a material term of this Agreement and cure is not possible or if Business Associate does not cure a curable breach or end the violation within a reasonable time as specified by, and at the sole discretion of, Service Provider, Service Provider may immediately terminate this Agreement and Service Contracts.  

7.2.2.3. If neither cure nor termination are feasible, Service Provider shall report the violation to the Secretary of the United States Department of Health in Human Services or the Secretary’s designee.    

7.3. Effect of Termination.

7.3.1. Except as provided in Section 6.3.2. below, upon termination of this Agreement, for any reason, Business Associate shall return or destroy all Protected Health Information received from Service Provider, or created or received by Business Associate on behalf of, Service Provider. This provision shall apply to Protected Health Information that is in the possession of subcontractors or agents of Business Associate.  Business Associate shall retain no copies of the Protected Health Information.

7.3.2. In the event that Business Associate determines that returning or destroying the Protected Health Information is not feasible, Business Associate shall provide to Service Provider notification of the conditions that make return or destruction unfeasible. Upon mutual agreement of the Parties that return or destruction of Protected Health Information is unfeasible, Business Associate shall extend the protections of this Agreement to such Protected Health Information and limit further uses and disclosures of such Protected Health Information to those purposes that make the return or destruction unfeasible, for so long as Business Associate maintains such Protected Health Information.

8. MISCELLANEOUS

8.1. Regulatory Reference.  A reference in this Agreement to a section in the Privacy Rule means the section as in effect or as amended.

8.2. Amendment.  The Parties agree to take such action as is necessary to amend this Agreement from time to time as is necessary for Service Provider to comply with the requirements of the Privacy Rule and the Health Insurance Portability and Accountability Act, Public Law 104-191.  Business Associate and Service Provider shall comply with any amendment to the Privacy Rule, the Health Insurance Portability and Accountability Act, Public Law 104-191, and related regulations upon the effective date of such amendment, regardless of whether this Agreement has been formally amended.

8.3. Third Party Beneficiaries.  Nothing in this Agreement shall be deemed to create any rights or remedies in any third party.

8.4. Assigns.  Neither this Agreement nor any of the rights, benefits, duties, remedies, obligations  or liabilities provided herein may be assigned by any party to this Agreement without the prior written consent of the other party.

8.5. Survival.  The respective rights and obligations of Business Associate under Section 6.3. of this Agreement shall survive the termination of this Agreement.

8.6. Interpretation.  Any ambiguity in this Agreement shall be resolved in favor of a meaning that permits Service Provider and the Business Associate to comply with the Privacy Rule.

8.7. Notices and Communications.  All instructions, notices, consents, demands, or other communications required or contemplated by this Agreement shall be in writing and shall be delivered by hand, by facsimile transmission, by overnight courier service, or by first class mail, postage prepaid, addressed to the respective party at the appropriate facsimile number or address as set forth below, or to such other party, facsimile number, or address as may be hereafter specified by written notice.  

	SERVICE PROVIDER:

Proximiti Communications, Inc. 
Donald C. Davis/CFO 

5410 Mariner Street, Suite 175

Tampa, FL 33609

Telephone:  813-579-1036
Fax:  813-579-1005
	BUSINESS ASSOCIATE:

BUSINESS ASSOCIATE NAME 
NAME AND TITLE 

ADDRESS

Telephone:  NUMBER
Fax:  NUMBER


All instructions, notices, consents, demands, or other communications shall be considered effectively given as of the date of hand delivery; as of the date specified for overnight courier service delivery; as of three (3) business days after the date of mailing; or on the day the facsimile transmission is received mechanically by the facsimile machine at the receiving location and receipt is verbally confirmed by the sender.

8.8. Strict Compliance.  No failure by any Party to insist upon strict compliance with any term or provision of this Agreement, to exercise any option, to enforce any right, or to seek any remedy upon any default of any other Party shall affect, or constitute a waiver of, any Party's right to insist upon such strict compliance, exercise that option, enforce that right, or seek that remedy with respect to that default or any prior, contemporaneous, or subsequent default.  No custom or practice of the Parties at variance with any provision of this Agreement shall affect, or constitute a waiver of, any Party's right to demand strict compliance with all provisions of this Agreement.
8.9. Severability.  With respect to any provision of this Agreement finally determined by a court of competent jurisdiction to be unenforceable, such court shall have jurisdiction to reform such provision so that it is enforceable to the maximum extent permitted by applicable law, and the Parties shall abide by such court's determination.  In the event that any provision of this Agreement cannot be reformed, such provision shall be deemed to be severed from this Agreement, but every other provision of this Agreement shall remain in full force and effect.
8.10. Governing Law.  This Agreement shall be governed by and construed in accordance with the laws of the State of Florida.
8.11. Compensation.  There shall be no remuneration for performance under this HIPAA Business Associate Agreement except as specifically provided by, in, and through, contractual relationships referenced herein.

	IN WITNESS WHEREOF,

	PROXIMITI COMMUNICATIONS, INC:

	

	NAME AND TITLE
	Date

	

	BUSINESS ASSOCIATE LEGAL ENTITY NAME:

	

	NAME AND TITLE
	Date


Exhibit J
HIPAA Proximiti Support Agreement
This Business Associate Contract (Agreement) is entered into by and between ___________________, and Proximiti Communications, Inc. effective as of _____ __ 20__.  

WHEREAS, Covered Entity is a provider of medical services.

WHEREAS, Business Associate (Proximiti Communications, Inc.) is a provider of hosted software services.

WHEREAS, Business Associate has been retained by the Covered Entity to perform a function or activity on behalf of the Covered Entity that requires that the Business Associate have access to Protected Health Information (PHI).

WHEREAS, Covered Entity desires to receive satisfactory assurances from the Business Associate that it will comply with the obligations required of business associates by the HIPAA Privacy and Security Rules.

WHEREAS, the parties wish to set forth their understandings with regard to the use and disclosure of PHI by the Business Associate in performance of its obligations.

NOW, THEREFORE, in consideration of the mutual promises set forth below, the parties hereby agree as follows:

A. DEFINITIONS

Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms in the HIPAA Privacy, Security, Breach Notification and Enforcement Rules at 45 CFR Part 160 and 164.

B. USE AND DISCLOSURE OF PHI  

Covered Entity hereby grants Business Associate permission to use, disclose, and request from third parties PHI on behalf of Covered Entity in connection with the provision of services to be provided by Proximiti.  Additionally, Covered Entity grants Business Associated permission to access and utilize PHI to:

1. Allow Business Associate to properly manage and administer the Business Associate's organization or to carry out the legal responsibilities of the Business Associate.

2. Perform functions, activities, or services for, or on behalf of, Covered Entity as specified above, except as otherwise limited by this Agreement or if such use or disclosure would violate the HIPAA Privacy or Security Rules if done by the Covered Entity.

C.
OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE

1. Use and Disclosure of PHI. Business Associate shall not use or further disclose PHI other than as permitted by this Agreement or as required by law. To the extent practicable, Business Associate shall limit its use or disclosure of PHI or requests for PHI to a limited data set, or if necessary, to the minimum necessary to accomplish the intended purpose of such use, disclosure or request.        

2. Safeguards. Business Associate shall use appropriate safeguards to prevent the use or disclosure of PHI other than pursuant to the terms and conditions of this Agreement, including establishing procedures that limit access to PHI within its organization to those employees with a need to know the information. Business Associate agrees that it will implement appropriate administrative, physical and technical safeguards to protect the confidentiality, integrity and availability of electronic PHI that it creates, receives, maintains or transmits on behalf of the Covered Entity, as required by the HIPAA Security Rule.  

Business Associate acknowledges that the requirements of 45 C.F.R. Sections 164.308, 164.310 and 164.312 applicable to such administrative, physical and technical safeguards apply to Business Associate in the same manner that such sections apply to Covered Entity. Further, Business Associate shall implement, and maintain in written form, reasonable and appropriate policies and procedures to comply with the standards, implementation specifications or other requirements of the HIPAA Security Rule, in accordance with 45 C.F.R. Section 164.316, which applies to Business Associate in the same manner that such section applies to Covered Entity.  

3. Unauthorized Disclosures of PHI. Business Associate shall, within ten (10) business days of becoming aware of a disclosure of PHI in violation of this Agreement by Business Associate, its officers, directors, employees, contractors, or agents or by a third party to which Business Associate disclosed PHI (including a subcontractor), report to Covered Entity any such disclosure. Business Associate agrees to mitigate, to the extent practicable, any harmful effect of the unauthorized disclosure.  

This section shall also apply to any breach of unsecured PHI, as defined by the applicable regulations. Notice of any such breach shall include the identification of any individual whose unsecured PHI has been, or is reasonably believed by Business Associate, to have been accessed, acquired or disclosed during such breach and any other information required by the applicable regulations. 

4. Security Incidents. Business Associate shall promptly report to Covered Entity any Security Incident of which it becomes aware, in accordance with the HIPAA Security Rule. 

5. Agreements With Third Parties. Business Associate agrees to ensure that any agents and subcontractors that create, receive, maintain or transmit PHI on behalf of Business Associate with respect to Business Associate’s relationship with Covered Entity agree to the same restrictions and conditions that apply to Business Associate with respect to such information.

6. Access to Information. Within ten (10) business days of a request by the Covered Entity for access to PHI about an individual contained in a Designated Record Set, Business Associate shall make available to the Covered Entity such PHI for so long as such information is maintained in a Designated Record Set and in accordance with the requirements of 45 C.F.R. Section 164.524. In the event any individual requests access to PHI directly from the Business Associate, Business Associate shall respond to the request for PHI within ten (10) business days. Any denials of access to the PHI requested shall be the responsibility of the Business Associate. 

7. Availability of PHI for Amendment. Business Associate agrees to make any amendments to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR Section 164.526 at the request of the Covered Entity or an individual, and in the time and manner designated by Covered Entity.

8. Inspection of Books and Records. Business Associate agrees to make its internal practices, books, and records relating to the use and disclosure of PHI received from, or created or received by Business Associate on behalf of Covered Entity, available to the Covered Entity, or at the request of the Covered Entity, to the Secretary of the U.S. Department of Health and Human Services or its designee (the “Secretary”), in a time and manner designated by the Covered Entity or the Secretary, for purposes of the Secretary determining Covered Entity's compliance with HIPAA.

9. Accounting of Disclosures. Business Associate agrees to maintain and make available to the Covered Entity an accounting of disclosures of PHI as would be required for Covered Entity to respond to a request by an individual made in accordance with 45 CFR Section 164.528. Business Associate shall provide an accounting of disclosures made during the six (6) years prior to the date on which the accounting is requested (or during the three (3) years prior to the date the accounting is requested for PHI maintained in an electronic health record, beginning on the applicable effective date pursuant to the American Recovery and Reinvestment Act of 2009). At a minimum, the accounting of disclosures shall include the following information:    

a. Date of disclosure,

b.
The name of the person or entity who received the PHI, and if known, the address of such entity or person,

c. A brief description of the PHI disclosed, and

d. A brief statement of the purpose of such disclosure which includes an explanation of the basis of such disclosure.

In the event the request for an accounting is delivered directly to the Business Associate, the Business Associate shall respond to the request within ten (10) business days. Any denials of a request for an accounting shall be the responsibility of the Business Associate. Business Associate agrees to implement an appropriate recordkeeping process to enable it to comply with the requirements of this section.

10. Remuneration in Exchange for PHI. Effective Sept. 23, 2013, the effective date of the final HIPAA regulations pursuant to the American Recovery and Reinvestment Act of 2009, and subject to the transition provision of 45 CFR Section 164.532 regarding prior data use agreements, Business Associate shall not directly or indirectly receive remuneration in exchange for any PHI without a valid authorization permitting such remuneration, except as permitted by law.

D. OBLIGATIONS OF COVERED ENTITY 

1. Covered Entity shall comply with each applicable requirement of the HIPAA Privacy and Security Rules. 

2. Covered Entity shall provide Business Associate with the notice of privacy practices that Covered Entity produces in accordance with 45 CFR Section 164.520, as well as any changes to such notice.

3. Covered Entity shall provide Business Associate with any changes in, or revocation of, permission by individual to use or disclose PHI, if such changes affect Business Associate's permitted or required uses and disclosures.

4. Covered Entity shall notify Business Associate of any restriction to the use or disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR Section 164.522.  

E. PERMISSIBLE REQUESTS BY COVERED ENTITY

Covered Entity shall not request Business Associate to use or disclose PHI in any manner that would not be permissible under HIPAA if done by the Covered Entity.   

F. TERMINATION 

1. Term. The term of this Agreement shall begin on the Effective Date and shall remain in effect until terminated under Section F(2) of this Agreement.

2. Termination. This Agreement shall be terminated only as follows:

a. Termination for Cause by Covered Entity

This Agreement may be terminated by the Covered Entity upon fifteen (15) business days written notice to the Business Associate in the event that the Business Associate breaches any provision contained in Paragraph C of this Agreement and such breach is not cured within such fifteen (15) day period. 

b. Termination for Cause by Business Associate

This Agreement may be terminated by the Business Associate upon fifteen (15) business days written notice to the Covered Entity in the event that the Covered Entity breaches any provision contained in Paragraphs D or E of this Agreement and such breach is not cured within such fifteen (15) day period.

c. Termination Due To Change in Law

Either party may terminate this Agreement effective upon thirty (30) days advance written notice to the other party in the event that the terminating party has sought amendment of this Agreement pursuant to Paragraph G(1) and no amendment has been agreed upon.

d. Termination Without Cause

Either may terminate this Agreement effective upon ninety (90) days advance written notice to the other party given with or without any reason.

3. Return or Destruction of PHI
Upon termination of this Agreement, Business Associate shall return or destroy all PHI received from Covered Entity, or created, maintained or received by Business Associate on behalf of Covered Entity that the Business Associate maintains in any form. Business Associate shall retain no copies of the PHI.

Notwithstanding the above, to the extent that the Business Associate determines that it is not feasible to return or destroy such PHI, the terms and provisions of Paragraphs A, B, C and D shall survive termination of this Agreement and such PHI shall be used or disclosed solely for such purpose or purposes which prevented the return or destruction of such PHI. When the PHI is no longer needed by the Business Associate, the Business associate shall return the PHI to Covered Entity or shall destroy it. 

G.  
GENERAL PROVISIONS

1. Amendment. This Agreement may be amended only by the mutual written agreement of the parties. The parties agree to take such action to amend this Agreement from time to time as is necessary for the Covered Entity or Business Associate to comply with the requirements of HIPAA.  

2.
Indemnification. Business Associate shall release, indemnify and hold Covered Entity harmless from and against any claims, fees, and costs, including, without limitation, reasonable attorneys’ fees and costs, which are related to Business Associate's failure to perform its obligations under this Agreement. Covered Entity shall release, indemnify and hold Business Associate harmless from and against any claims, fees, and costs, including without limitation, reasonable attorneys' fees and costs, which are related to Covered Entity's alleged improper use or disclosure of PHI or other breach of this Agreement.          

3. Remedies. The parties acknowledge that breach of Paragraphs B, C, D or E of this Agreement may cause irreparable harm for which there is no adequate remedy at law. In the event of a breach, or if either party has actual notice of an intended breach, such party shall be entitled to a remedy of specific performance and/or injunction enjoining the other party from violating or further violating this Agreement. The parties agree the election of the party to seek injunctive relief and or specific performance of this Agreement does not foreclose or have any effect on any right such party may have to recover damages. 

4. Survival. Business Associate's obligation to limit its use and disclosure of PHI as set out in Paragraph C survive the termination of this Agreement so long as Business Associate has PHI received during the performance of its services as described in this Agreement. 

5. Governing Law. This Agreement shall be construed and enforced in accordance with the laws of the State of Florida.

6. Assigns. Neither this Agreement nor any of the rights, benefits, duties, or obligations provided herein may be assigned by any party to this Agreement without the prior written consent of the other party.

7. Third Party Beneficiaries. Nothing in this Agreement shall be deemed to create any rights or remedies in any third party.

8. Interpretation. Any ambiguity in this Agreement shall be resolved in favor of a meaning that permits the Covered Entity and/or Business Associate, as applicable, to comply with HIPAA.

9. [image: image1.png]Notices. Any notice given under this Agreement must be in writing and delivered via first class mail, via reputable overnight courier service, or in person to the parties' respective addresses as first written above or to such other address as the parties may from time to time designate in writing.

IN WITNESS WHEREOF, the undersigned have executed this Agreement.  

               "COVERED ENTITY"
                                                 "BUSINESS ASSOCIATE"

	
	

	Signed:  _______________________________
	Signed:  ____________________________


	By:       _______________________________
	By:        ____________________________

	Title:   ________________________________

Date:   ________________________________
	Title:    ____________________________

Date:    ____________________________

	
	


	
	 


Exhibit K



 Letter of Agency

I am an official of _______________________________ ("_________") and am authorized to commit my company to the conditions stated in this Agreement:

1. ​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​__________________ will not knowingly submit any inquiries, requests or orders for service to Proximiti without legally adequate authorization and verification of the customer/patient to which such inquiries, requests or orders are connected. 

2. The agreement between ____________ and the customer/patient provides that _____________ is solely responsible for interfacing with the customer/patient relative to HIPAA requirements and directives.  __________ further affirms that prior to service activation it will provide the customer/patient with a copy _____________‘s HIPAA Privacy Policy and will receive in writing all necessary customer/patient consents necessary to provide the specified service(s).  

3. In regard to written materials required and utilized in accordance with Section 2 of this Letter of Agency, _________________ affirms and warrants that all materials utilized in meeting HIPAA requirements shall meet general commercial standards as established by responsible parties in the relevant medical fields. 

4. To the extent required, _____________ grants Proximiti the authorization to act in its behalf concerning the collection and utilization of individual protected health information in the course of providing subscribed services.  However, such use is permitted solely in accordance with the Business Associated Agreement between the parties dated ______________________.
5. Upon 5 business days written request from Proximiti where such request has been issued by an individual customer/patient or a relevant regulatory or judicial body, __________ will provide copies of all HIPAA related materials signed by the customer/patient in association with the service(s) provided by Proximiti.

6. Upon written request, Proximiti is authorized to release all information regarding the utilization of ____________’s customers/patients to _______________ as long as such request affirms ____________’s compliance with HIPAA regulations.
________________________________________

Signature of Officer

________________________________________

Title of Officer

________________________________________

Company Name

Appendix L

 Employee HIPAA Confidentiality Agreement 
I, _________________________, have read and understand Proximiti Communications, Inc.’s (“Proximiti’s”) policies regarding the privacy of individually identifiable health information (or protected health information (“PHI”)), pursuant to the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”). In addition, I acknowledge that I have received training concerning the use, disclosure, storage and destruction of PHI as required by HIPAA, and that I have read and understand the material set forth in the HIPAA Training Handbook provided by Proximiti. I further understand that, through my affiliation with Proximiti, I will be exposed to privileged, intimate and personal information in addition to PHI (such information and PHI shall collectively be referred to as “PHI” herein). 

I understand that HIPAA requires Proximiti and many of its service subscribers to have detailed policies and procedures in place that dictate how employees can use patient information, when they can disclose it, and how they should dispose of it. 

In consideration of my employment with and/or compensation from Proximiti, I hereby agree that I will not at any time—either during or after my employment or affiliation with (a) Proximiti or (b) its service subscribers—use, access or disclose PHI in any manner to any person or entity, internally or externally, except as is required and permitted in the course of my duties and responsibilities with Proximiti or its clients, and as permitted under their privacy policies and procedures as adopted and amended from time to time or as permitted under HIPAA. I understand that this prohibition includes, but is not limited to, disclosing any information about the identity of the patients or any information about them, including their medical and other personal information, to family, friends, other patients, other clients, or co-workers, unless such person is lawfully authorized to receive such information. I agree to document uses and disclosures of PHI as required by the clients and/or HIPAA and to return or destroy all PHI associated with the clients upon the termination of my services. I agree that I immediately will report to Proximiti and to the client with which I am placed any impermissible PHI use or disclosure. 

I understand and acknowledge my responsibility to apply the policies and procedures of Proximiti understand that unauthorized use or disclosure of PHI will result in disciplinary action, up to and including the termination of employment or affiliation with Proximiti and its clients and could result in the imposition of civil and criminal penalties under applicable laws, as well as professional disciplinary action. 

I understand that my obligations will survive the termination of my employment or end of my affiliation with Proximiti and its clients, regardless of the reason for such termination. I understand that my obligations extend to any PHI that I may acquire during the course of my employment or affiliation with Proximiti or its clients, whether in oral, written or electronic form and regardless of the manner in which access was obtained. I understand that I should contact an administrative officer of Proximiti if I have any questions, comments or concerns about the training I received or my obligations under this agreement. 

Signature ________________________ Date ______________________ 

Print Name ______________________ Witness ____________________






__________________





Proximiti Communications, Inc.








Version:  February 2016

